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Source: Report of Infosecurity Magazine (2023)
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Introduction

Phishing Attack Malware
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Source: Report of Cybercrime Magazine (2021)
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Source: Report of Cybercrime Magazine (2021)
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Introduction

The concept smart-grid was introduced in 2007 to solve 
one of the biggest problems of the new millennium: 
environmental problems.



13

Introduction

Denial of Service
(DoS)

Distributed Denial of Service
(DDoS)
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Confidentiality Integrity Availability
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Introduction

In this paper we propose an intrusion detector based on 
Deep Learning (DL) to avoid the possible threat above 
mentioned.

For this purpose, we train and evaluate 10 different DL
architectures.

We employed two datasets published on the web 
composed of PCAP (Packet Capture) converting them 
into images using a Python script written by the authors.

After training and testing, GradCAM++ and ScoreCAM 
were applied, and similarity between the generated 
images was assessed using the IF/IM-SSIM algorithm.
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Source: https://zenodo.org/records/7108614

Dataset A

Dataset Name: IEC 60870-5-104 Intrusion Detection Dataset

Brief Description: The original dataset comprises several PCAP 
and CSV of three main labels: DoS attacks, MITM attacks, and a 
set of legitimate commands employed fraudulently.

These attacks were simulated using IEC TestServer and validated 
with two actual Remote Terminal Unit (RTU) devices.
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Methodology

Source: https://www.kaggle.com/datasets/daniaherzalla/tii-ssrc-23

Dataset B

Dataset Name: TII-SSRC-23

Brief Description: comprises several PCAP files obtained from 
eight traffic types (audio, background, text, video, bruteforce, 
DoS, information gathering, botnet) and 32 subtypes across both 
benign and malicious categories.
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Samples of three different types of samples obtained after the conversion of PCAP files belonging to the “IEC 60870-5-104 Intrusion 
Detection Dataset”
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Samples of two different types of samples obtained after the conversion of PCAP files belonging to the “TII-SSRC-23 dataset”
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Distribution of Samples in Training, Validation, and Test Datasets
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Hyperparamters adopted to train models

Model Epochs Image Size Batch Size Learning Rate

AlexNet 35 110x3 32 1e-04

DenseNet 35 110x3 32 3e-04

EfficientNet 35 110x3 64 1e-04

Inception 35 110x3 64 1e-04

LeNet 20 110x3 32 1e-04

MobileNet 35 110x3 32 3e-04

ResNet50 30 110x3 32 3e-04

Standard CNN 40 110x3 64 1e-04

VGG16 40 110x3 64 1e-04

VGG19 40 110x3 32 1e-04
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3 RESULTS
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3.1 DATASET A
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Results

Test set performance metrics for Dataset A across all evaluated deep learning models.

Model Loss Accuracy Precision Recall F-Measure AUC

AlexNet 1.226 0.780 0.780 0.780 0.780 0.835

DenseNet 0.459 0.900 0.900 0.900 0.900 0.947

EfficientNet 0.960 0.635 0.635 0.635 0.635 0.689

Inception 0.568 0.870 0.870 0.870 0.870 0.916

LeNet 0.693 0.500 0.500 0.500 0.500 0.500

MobileNet 1.532 0.850 0.850 0.850 0.850 0.885

ResNet50 0.822 0.845 0.845 0.845 0.845 0.887

Standard CNN 0.575 0.780 0.780 0.780 0.780 0.867

VGG16 1.298 0.835 0.835 0.835 0.835 0.877

VGG19 0.693 0.500 0.500 0.500 0.500 0.500
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Training and validation accuracy (left) and loss (right) trends across epochs for the DenseNet architecture.
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Confusion matrix obtained after the testing phase of DenseNet.
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Takeaway — Dataset A

The models achieved strong performance across the training, 
validation, and test phases. These results are further supported 
by additional evaluation metrics, including specificity and the 
Matthews Correlation Coefficient (MCC). 

High specificity values indicate a strong ability to correctly reject 
negative instances

MCC scores suggest robust overall performance, reflecting a 
well-balanced prediction of both positive and negative classes.
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3.2 DATASET B
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Test set performance metrics for Dataset B across all evaluated deep learning models.

Model Loss Accuracy Precision Recall F-Measure AUC

AlexNet 2.562 0.838 0.838 0.838 0.838 0.838

DenseNet 0 1 1 1 1 1

EfficientNet 2.532 0.162 0.162 0.162 0.162 0.27

Inception 0.606 0.946 0.946 0.946 0.946 0.993

LeNet 0.439 0.838 0.838 0.838 0.838 0.92

MobileNet 0.005 1 1 1 1 1

ResNet50 16.379 0.838 0.838 0.838 0.838 0.838

Standard CNN 0.053 0.973 0.973 0.973 0.973 0.999

VGG16 0 1 1 1 1 1

VGG19 0.447 0.838 0.838 0.838 0.838 0.838
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Test set performance metrics for Dataset B across all evaluated deep learning models.

Model Loss Accuracy Precision Recall F-Measure AUC

AlexNet 2.562 0.838 0.838 0.838 0.838 0.838

DenseNet 0 1 1 1 1 1

EfficientNet 2.532 0.162 0.162 0.162 0.162 0.27

Inception 0.606 0.946 0.946 0.946 0.946 0.993

LeNet 0.439 0.838 0.838 0.838 0.838 0.92

MobileNet 0.005 1 1 1 1 1
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Training and validation accuracy (left) and loss (right) trends across epochs for the MobileNet architecture.
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Confusion matrix obtained after the testing phase of MobileNet.
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Takeaway — Dataset A

Among the evaluated models, the MobileNet architecture 
achieved the best performance on Dataset B. Due to the limited 
size of Dataset B (377 samples), several architectures achieved 
perfect accuracy; however, most of these models exhibited clear 
signs of overfitting. 

In contrast, MobileNet showed only mild overfitting during a 
small number of training epochs. 

Additionally, both specificity and the Matthews Correlation 
Coefficient (MCC) reached a value of 1, indicating perfect and 
well-balanced classification performance.
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3.3 EXPLAINABILITY
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Border definition:

Explainability is the set of techniques that make the decisions of artificial 
intelligence models understandable.

1. It helps explain why a system has produced a particular outcome.
2. It increases transparency, trust, and the ability to identify errors or 

biases.
3. It is especially important in critical domains such as healthcare, 

finance, and justice.
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3.3.1 XAI DATASET A
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Result of applying Grad-CAM++ (a) and Score-CAM (b) algorithm on "attack" sample (UOWM-IEC104 Dataset-m-sp-na-1-DoS-iecserver1)

(a)

(b)
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0.608
Grad-CAM++ similarity index

0.816
Score-CAM similarity index
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Result of applying Grad-CAM++ (a) and Score-CAM (b) algorithm on “warning” samples (UOWM-IEC104-Dataset-c-sc-na-1-attacker3-iec104)

(a)

(b)
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0.552
Grad-CAM++ similarity index

0.806
Score-CAM similarity index
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0.808
Warning class similarity index score

0.839
Attack class similarity index score
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3.3.2 XAI DATASET B
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Result of applying Grad-CAM++ (a) and Score-CAM (b) algorithm on “malicious” samples (psh-tcp-dos)

(a)

(b)
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Results

0.266
Grad-CAM++ similarity index

0.365
Score-CAM similarity index



53

Results

Result of applying Grad-CAM++ (a) and Score-CAM (b) algorithm on “benign” samples (text)

(a)

(b)
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0.457
Grad-CAM++ similarity index

0.782
Score-CAM similarity index
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0.753
Benign class similarity index score

0.503
Malicious class similarity index score
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3.4 TIME PERFORMANCE 
ANALYSIS
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Results

tt stands for total time employed for the execution in seconds; 
nsc1 the number of samples for the first class, and nsc2 the number of samples for the second class of the dataset
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Average time (in seconds) for each phase of the proposed model, along with the total average time required to generate the results reported
in this research, for both datasets.

Dataset Image Generation (s) Training (s) Test (s) Grad-CAM++ (s) Score-CAM (s) IF/IM-SSIM (s) Total (s)

Dataset A 0.21 1.35 0.15 12.08 13.9 0.09 27.78

Dataset B 3.05 0.51 0.15 2.1 3.48 0.07 9.36
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Takeaway — Time Performance Analysis

The time performance analysis (TPA) shows that Dataset A 
required more time during image generation and explainability 
phases due to its larger number of samples, while Dataset B 
exhibited lower execution times overall.

Training and testing phases were efficient for both datasets, with 
explainability methods (Grad-CAM++, Score-CAM, and 
IF/IM-SSIM) representing the most time-consuming steps, 
particularly for Dataset A.

Overall, the proposed model demonstrated scalable and 
manageable execution times across all phases
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4 CONCLUSION AND 
FUTURE WORK
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Conclusion

Proposed a deep learning–based intrusion detection system capable of distinguishing network attacks 
from legitimate commands that may be exploited for malicious purposes.

1

Built and processed a PCAP-based dataset by converting network traffic 
into images and applying data augmentation to address the limited number of available samples.

2

Evaluated ten state-of-the-art deep learning architectures under different hyper-parameter settings, 
achieving the best performance with DenseNet, which reached an accuracy of 0.900.

3
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Future Work

Compare the results obtained using different learning approaches and neural network architectures 
to further assess performance and generalization capabilities.

1

Evaluate the robustness of the proposed method by leveraging 
Generative Adversarial Networks (GANs) to simulate adversarial and challenging scenarios.

2

Investigate the identification and classification of multiple threat types 
within smart grid environments through extended network-based analysis.

3
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Conclusion and Future Work

LET’S KEEP IN TOUCH
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Thank you for the attention!
Giovanni Ciaramella


